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- SDGs and IoT: Key Technological Enablers 

- Designing (some) IoT-driven applications: 
- RnMonitor: IoT-Based Indoor Radon Gas Management 

- CoViS: IoT-Based Contactless Health Monitoring 

- IPVC S2S: Towards a Smart & Sustainable Campus 

- Refill_H20: Plastic Consumption Reduction on Campus; 

- BIRA: Bicycle Real-Time Tracking on Campus; 

- CrowdMonitor: Crowd Quantification with Flow Direction Estimation 

- Final Remarks
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Different zero GHG pathways 
lead to different levels of 
remaining emissions and 

absorption of GHG emissions

¾ EU long-term strategy: climate-neutral EU by 
2050 (net zero GHG emissions)

¾ Radical transformations necessary: energy 
system, buildings, transport, industry, agriculture

¾ A number of pathways – challenging but 
feasible from technological, economic, 
environmental and social perspective

Vision for a clean planet by 2050 

EU Vision for a clean planet by 2050 
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- EU long-term strategy: become climate-
neutral by 2050 (net zero GHG emissions);  

- Radical transformations needed: clean 
energy, efficient buildings, sustainable 
transportation, circular economy… 

- There are four challenging perspectives: 
technological, economical, 
environmental and social.

Source: World Economic Forum, "The EU wants to be carbon neutral by 2050”, 2018, url: https://www.weforum.org/agenda/2018/12/european-union-aims-to-
be-first-carbon-neutral-major-economy-by-2050


 

We are  
Here

Net zero  
GHG  

emissions

mailto:sil@estg.ipvc.pt
http://www.sergioivanlopes.com


Sérgio Ivan Lopes, “IoT and Digitalization as Key Technological Enablers for Achieving the UN Sustainable Development Goals”, 5th IEEE Internet of Things (IoT) Vertical and Topical 
Summit at RWW2022,14 January 2022, Las Vegas, NV, USA; sil@estg.ipvc.pt; www.sergioivanlopes.com

Sustainable Development in a nutshell
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SDGs and IoT
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IoT: Applications for SDGs

Future of Digital Economy and Society System Initiative

Internet of Things 
Guidelines for Sustainability

January 2018

“The objective of these guidelines is to encourage the 
prioritization of sustainability goals as part of the design of 
commercial projects to maximize social impact while still 
delivering, and potentially also increasing, commercial 
value.” 

mailto:sil@estg.ipvc.pt
http://www.sergioivanlopes.com


Sérgio Ivan Lopes, “IoT and Digitalization as Key Technological Enablers for Achieving the UN Sustainable Development Goals”, 5th IEEE Internet of Things (IoT) Vertical and Topical 
Summit at RWW2022,14 January 2022, Las Vegas, NV, USA; sil@estg.ipvc.pt; www.sergioivanlopes.com !7

Common IoT Applications for SDGs

Source: World Economic Forum Annual Meeting, “The effect of the Internet of Things on sustainability”, 2018

https://www.weforum.org/agenda/2018/01/effect-technology-sustainability-sdgs-internet-things-iot/
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IoT: Applications for SDGs

Common IoT Applications for SDGs
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Operational 
Focus

Transformation of Data Processing of Data Taking Advantage of  
Information

Goal Convert Processes from Analog to Digital Automate Business Processes Change the way organizations 
operate and think

Activity Digitizing physical resources like paper 
documents, photos and videos Creating a fully digital workflow process Creating a new digital organization 

Holistic process of change

Tools
Internet of Things

Edge Computing 


and other technologies for converting

Internet of Things 
Fog/Cloud Computing 


AI, ML, DLTs

IT systems and Applications

Digital Twins 

New Digital Technologies

Challenge Material Financial Human Resources

Key Technological Enablers 
DIGIT… & IoT
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Key Technological Enablers 
Data Value Chain & IoT

When data are put to use, they have an impact: a 
decision is made, a condition is altered, or someone’s 
well-being is affected. And a data revolution results. 
But what does the process look like to create impact? 
How are data transformed from their raw form 
into actionable information? The answers to these 
questions are the essence of the data value chain.

The data value chain describes the process of data 
creation and use from first identifying a need for data to its 
final use and possible reuse. The data value chain has four 
major stages: collection, publication, uptake, and impact. 
These four stages are further separated into twelve steps: 
identify, collect, process, analyze, release, disseminate, 
connect, incentivize, influence, use, change, and reuse. 
Throughout the process, from one end of the value chain 
to another and back again, there should be constant 
feedback between producers and stakeholders. The data 
value chain can be used as a teaching tool to show the 
complex set of steps from data creation to use and impact 
or as a management tool to monitor and evaluate the data 
production process.

While the data value chain was motivated by research 
on collecting and documenting gender data impact 
stories, the concept applies to development data more 
broadly. This research led to mapping the path from data 
production to tangible impacts. The importance of gender 
data has received significant attention since the launch of 
the Sustainable Development Goals (SDGs). To motivate 
progress on closing gender data gaps, it is essential to 
document the impact of data on policies and outcomes, 
and, conversely, to demonstrate the opportunities lost 
when we lack good data. The motivating questions 
included: What enabling conditions were present that 
lead to the success? What roadblocks impeded progress? 
Were data disseminated in a way that encouraged their 
use? Building on previous research, the data value chain 
was constructed to capture and visualize the steps data go 
through from production to impact.

The Data Value Chain: 
Moving from 
Production to Impact
Prepared for Data2X by Open Data Watch
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Key Technological Enablers 
The New Digital Stack
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Source: Andrea Renda and Moritz Laurer, “IOT 4 SDGS - WHAT CAN THE DIGITAL TRANSFORMATION AND IOT ACHIEVE FOR AGENDA 2030?”, CEPS, MARCH 2020.
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Key Technological Enablers 
IoT & AI Convergence
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Source: Fraga-Lamas,P.; Lopes,S.I.; Fernández-
Caramés, T.M., Green IoT and Edge AI as Key 
Technological Enablers for a Sustainable Digital 
Transition towards a Smart Circular Economy: An 
Industry 5.0 Use Case. Sensors2021,21,5745. 
https:// doi.org/10.3390/s21175745 
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Figure 5. Edge-AI Levels and model inference computation architectures: on-device, edge-based, and joint.

4.2.3. Embedded ML
Conventional IoT devices are ubiquitous and low-cost, but natively resource-constrained,

which limits their usage in ML tasks; however, data generated at the edge are increasingly
being used to support applications that run ML models. Until now, edge ML has been
predominantly focused on mobile inference, but recently several embedded ML solutions
have been developed to operate in ultra-low-power devices, typically characterized by
its hard resource constraints [97]. Recently, a new field of ML, known as Tiny ML, was
put forward to enable inference at the edge endpoints. ML inference at the edge can
optimize the overall computational resource needs, increases privacy within applications,
and enhances system responsiveness. TinyML, which has been coined due to its ML infer-
ence power consumption of under a milliWatt, overcomes the power limitations of such
devices, enabling low-power and low-cost distributed machine intelligence. TinyML is
an open-source ML framework specifically designed for resource-constrained embedded
devices. It is fully compatible with several low-cost, globally accessible hardware platforms
and was designed to streamline the development of embedded ML applications [114].

TinyML technologies and applications target battery-operated devices, including
hardware, algorithms, and software for on-device inference and data analytics at the edge.
In [115], MLCommons, an open engineering consortium, presented a recent benchmark
(MLPerf™ Tiny Inference v0.5). This inference benchmark suite targets ML use cases
on embedded devices by measuring how rapidly a trained NN can process new data in
ultra-low-power devices. Embedded ML is a new field in which AI-based sensor data
analytics is carried out near to where the data are collected in real time. The benchmark
presented in [115] focuses on a number of use cases that rely on tiny NNs (i.e., models
lower than 100 kB) to analyze sensor data such as audio and video to provide intelligence
at the edge of the network. The benchmark consists of four ML tasks that include the use
of microphone and camera sensors in different embedded devices:
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AIoT Device Architectures
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Figure 4. Basic, AI-enabled and AI-specific IoT device architectures.

4.1.2. Embedded AI SoC Architectures
Embedded AI SoCs are used in specific IoT architectures [98], allowing for the exe-

cution of ML algorithms directly on the end device, and therefore detecting patterns and
trends in data, and enabling the transmission of low-bandwidth data streams with contex-
tual information to enhance decision-making and empower prognosis throughout the use
in-device prediction models and ML, as it is represented at the bottom in Figure 4. In [96],
Mauro et al. achieved high performance in power saving for both logic and SRAM design,
using Binary Neural Networks (BNNs). BNNs enable the deployment of deep models on
resource-constrained devices [99], because they may be trained to produce outcomes com-
parable to full-precision alternatives while maintaining a smaller footprint, a more scalable
structure, and better error resilience. Such characteristics enable the implementation of com-
pletely programmable SoC IoT end-devices capable of performing hardware-accelerated
and software-defined algorithms at ultra-low power, reaching 22.8 Inference/s/mW while
using 674 µW [98].

4.1.3. AI-Enabled IoT Hardware Selection Criteria
Running an AI model at an AI-enable IoT device presents four main advantages when

compared with the classical cloud-based approach:

1. Reliable Connectivity: data can be gathered and processed on the same device instead
of relying on a network connection to transmit data to the cloud, which reduces the
probability of network connection problems.

2. Reduced Latency: when processing is performed locally, all communications-related la-
tencies are avoided, resulting in an overall latency that converges to the inference latency.

Source: Fraga-Lamas,P.; Lopes,S.I.; Fernández-Caramés, T.M., Green IoT and Edge AI as Key 
Technological Enablers for a Sustainable Digital Transition towards a Smart Circular Economy: 
An Industry 5.0 Use Case. Sensors2021,21,5745. https:// doi.org/10.3390/s21175745 
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- Funding: POCI-01-0145-FEDER-023997 
     

!  

- Website: http://rnmonitor.ipvc.pt 

- Goals: 

- Design a low-cost IoT-based Radon Gas Probe; 

- Design and develop a Cloud-based WebSIG 
platform for online radon monitoring and 
management.

!16

Designing IoT-driven applications 
Indoor Air Quality Management

SDGs: 

TRL: 
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What is Radon
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- Radon is a naturally occurring radioactive gas; 

- It is continuously produced by the decay of 
uranium, which occurs naturally in soils and rocks; 

- Once produced, Radon escapes into the open air 
unless it enters a building or enclosed space. 

- WHO estimates that Indoor Radon is responsible 
for 20.000 lung cancer deaths per year. 

- Indoor Radon is the 2nd leading cause of lung 
cancer, after tobacco. 
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Portugal: Geology and Radon Potential
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Source: Mapa de Risco de Radão, Instituto Tecnológico Nuclear, Portugal

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

States Environmental Protection Agency (EPA) conducted
a study in which it was that out of a total of 157,400 lung
cancer deaths in 1995, 13.4% were radon related [6]. These
values are a bit lower in Europe, where it is estimated that
the annual mortality from exposure to radon in buildings
represents 9% of all deaths from lung-cancer [7].

16%

12%

10%0,4%

0,5%

0,7%

0 Bq/m3

100 Bq/m3

400 Bq/m3

Non-Smokers Smokers

Figure 1: Lung cancer risk due to radon gas exposure in
tobacco smokers and non-smokers. Data obtained from [4].

It is important to emphasize that radon is particularly
dangerous for buildings´ occupants in scenarios of long
periods of indoor exposure, such as is the case of people
who both live and work in enclosed spaces subject to
high radon levels. Occasional exposure is not particularly
harmfully to humans, considering indoor environments with
moderate radon exposure conditions. However, studies have
shown that humans spend on average, 87% of their time
in enclosed buildings and that human activities impact the
timing, location, and degree of exposure to indoor pollu-
tants [8]. Beyond the building industry, the mining industry
is probably the most aware of radon-related problems, with
multiple studies carried out to investigate the impact of
long-term radon exposure [5], which activity in the air is
expressed in becquerels per cubic meter of air (Bq.m�3)
or in picocuries per liter of air (pCi.l�1). Here, the Bq.m�3

nomenclature, however, there is a direct correspondence
between units, since 1 pCi.l�1 corresponds to 37 Bq.m�3.

The last updated recommendations on protection against
radon exposure published by World Health Organization
(WHO) [1], express that, authorities should set a reference
level in the range between 100 and 300 Bq.m�3. However,
and based on ICRP recommendations [9], national plans
against radon should be more ambitious and must simulta-
neously address the objective of reducing the collective risk
of the population, and the individual risk. To reduce the risk,
policies should not only focus on reducing radon levels but
also on linking this information with occupancy and other
Indoor Air Quality (IAQ) parameters to ensure population
safety. As indicated, radon is an inert gas formed by the
radioactive decay of the element radium in rocks and soil,
but although all rocks contain some uranium, most of them
contain only a small amount. Volcanic rocks, like granites
and dark shales, have higher uranium contents, therefore
this means that zones with soils formed by these kinds
of rock have higher radon levels [10]. Radon is colorless,
odorless, and tasteless with a half-life of 3.8 days [5], [7]. In
Portugal, the country where this work has been conducted,
there is a large area of granite and orthogneisses as can
be seen in Figure 2. Previous studies have shown that the

Centre and the Northern regions of Portugal present high
radon concentrations inside buildings [11]. According to
the 2013/59/Euratom Directive [12]], transposed into Por-
tuguese legislation on December 3, 2018 [13], the exposure
limit to radon gas concentration is 300 (Bq.m�3). This
legal limit is applied for housing, public buildings, and all
workplaces, according to Article 145.

Figure 2: Portugal soil map, coloured zone represent granite
and ortognaisses soil. Image adapted from [14].

To comply with regulatory requirements, modern con-
structions are thermally isolated and provided with air
conditioning systems, or other similar devices, designed
to allow the maximum control of temperature and relative
humidity inside buildings. However, and even though there
are guidelines that safeguard IAQ [15], [16], this control
is often made without fulfilling the minimum value for air
change rates, and therefore completely neglects the good
ventilation practices. The topic gained interest in recent
years, and some works have evaluated the performance
of traditional and some new types of ventilation systems
to improve IAQ. Some recent studies have analyzed the
effect of innovative ventilation concepts on the behavior
of parameters like CO2, indoor air temperature and relative
humidity, and have studied its effect on the concentration of
CO2 and total volatile organic compounds (TVOC), relating
it to occupancy, or outdoor air temperature [17], [18].

This research details the design and implementation of
a Cyber-Physical System (CPS) architecture, which is part
of the RnMonitor R&D project. In the RnMonitor project,
an online monitoring infrastructure has been built allowing
the implementation of a set of active mitigation strategies
to control indoor radon gas in public buildings in the
northern region of Portugal - the concept is presented in
Fig. 3. To build this infrastructure, a network of Internet
of Things (IoT) Edge devices capable of sensing radon gas
concentration, atmospheric pressure, indoor air temperature,

2 VOLUME 4, 2016
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represents 9% of all deaths from lung-cancer [7].
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legal limit is applied for housing, public buildings, and all
workplaces, according to Article 145.

Figure 2: Portugal soil map, coloured zone represent granite
and ortognaisses soil. Image adapted from [14].

To comply with regulatory requirements, modern con-
structions are thermally isolated and provided with air
conditioning systems, or other similar devices, designed
to allow the maximum control of temperature and relative
humidity inside buildings. However, and even though there
are guidelines that safeguard IAQ [15], [16], this control
is often made without fulfilling the minimum value for air
change rates, and therefore completely neglects the good
ventilation practices. The topic gained interest in recent
years, and some works have evaluated the performance
of traditional and some new types of ventilation systems
to improve IAQ. Some recent studies have analyzed the
effect of innovative ventilation concepts on the behavior
of parameters like CO2, indoor air temperature and relative
humidity, and have studied its effect on the concentration of
CO2 and total volatile organic compounds (TVOC), relating
it to occupancy, or outdoor air temperature [17], [18].

This research details the design and implementation of
a Cyber-Physical System (CPS) architecture, which is part
of the RnMonitor R&D project. In the RnMonitor project,
an online monitoring infrastructure has been built allowing
the implementation of a set of active mitigation strategies
to control indoor radon gas in public buildings in the
northern region of Portugal - the concept is presented in
Fig. 3. To build this infrastructure, a network of Internet
of Things (IoT) Edge devices capable of sensing radon gas
concentration, atmospheric pressure, indoor air temperature,

2 VOLUME 4, 2016

Granitic soils

Source: Carta Geológica de Portugal na Escala 1:500000, Instituto Nacional de Engenharia, Amadora, Portugal, 1992
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Source: S.I. Lopes, A. Cruz, P.M. Moreira, C. Abreu, J.P. Silva, N. Lopes, J. Vieira and A. Curado, “On the design of a Human-in-the-Loop Cyber-Physical System 
for online monitoring and active mitigation of indoor Radon gas concentration,” 2018 IEEE International Smart Cities Conference (ISC2), Kansas City, MO, USA, 
2018, pp. 1-8, DOI: 10.1109/ISC2.2018.8656777
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When operating, each LoRaWAN device is distinguished
by a unique AppKey and a globally unique device identifier
(DevEUI), being both used during the device authentication
stage. After a device joins the LoRaWAN network, an
AppSKey and a NwkSKey are generated. The AppSKey is
kept private and the NwkSKey is shared with the network.
Both keys are only used during the current session. These
two session keys, NwkSKey and AppSKey, are unique per
device and per session. The keys can be dynamically re-
generated on every activation if the devices are using OTAA
activation, which increases the resilience of the security
mechanism. Taking into account the arguments introduced
before, in this work, we opted to use OTAA activation [38].

IV. IOT EDGE DESIGN AND IMPLEMENTATION
Here the design of the IoT Edge device is introduced and
its implementation explained in detail. Finally, the RnProbe
prototype is presented.

A. IOT EDGE SPECIFICATION
The RnProbe architecture is presented in Figure 4 and can
be divided in three main blocks: 1) sensing, 2) processing
and 3) communication. To better clarify each point, consider
the following.

1) Sensing
The RnProbe works primarily as a data collection unit. It is
equipped with sensors with digital interfaces that measure
radon and CO2 concentration, relative humidity, tempera-
ture, and atmospheric pressure. Radon is the main parameter
of the whole architecture and its measurement must be
accurate and constant. The CO2 value is recorded to provide
information about room occupancy, being more important
in its variation with time than its absolute value. Relative
humidity and temperature provide information about space’s
environmental conditions to assess thermal comfort. The

atmospheric pressure is important to detect open windows
or air circulation.

2) Processing
The microcontroller is the processing unit that commands
the monitoring and communication parts. It receives the
measurement data from the sensors using different digital
interfaces, performs some edge computing working as a first
filter, and selects the best way to transmit the data.

It also has the responsibility of managing the system
power consumption. When parts of the RnProbe are not
in use, as it is the case of the radios when not receiving or
transmitting data, the microcontroller force operation to low
power modes. The same is true for the IoT Edge devices that
have low power mode options and for the microcontroller
itself, ensuring a minimized power consumption.

3) Communication
Regarding communication, and to meet the dynamic Low-
Power Wide-Area Network (LPWAN) requirement, each
IoT edge needs to have both a Wi-Fi and a LoRa radio.
The Wi-Fi module is the main way to communicate as it
allows a direct connection between the RnProbe and the
cloud. However, as the area of interest to monitor is spread
over an area higher than 20 km (the cities of Viana do
Castelo and Barcelos, Northern Portugal) it is not possible
to ensure Wi-Fi for each device. This difficulty is overcome
using LPWAN, or more precisely LoRa technology. Its
spread spectrum modulation allows signal demodulation at
-146 dBm which increases the communication distance up
to some kilometers. To deploy this LoRa network it is
important to plan the location of repeaters and gateways
to cover the whole area. Besides having specific gateways
to receive LoRa communications, the network should also
have the capability to assume different tasks, creating a
dynamic architecture, cf. Fig 4. According to this dynamic
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IoT Edge Device and LoRaWAN

IoT Edge 1

IoT Edge n
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Figure 4: RnProbe IoT Edge Building Blocks and LoRaWAN Operation Modes.
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Source: F. Pereira, S.I. Lopes, N.B. Carvalho and A. Curado, “RnProbe: A LoRa-Enabled IoT Edge Device for Integrated Radon Risk Management”, in IEEE 
Access, vol. 8, pp. 203488-203502, 2020, DOI: 10.1109/ACCESS.2020.3036980 
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Another relevant analysis is related to the global period in
which the experiment was undertaken. Table 2 depicts the
global statistical results obtained for the validation period
of two weeks based on the arithmetic mean average and its
corresponding standard deviation, showing consistent results
for short-term periods of 2 weeks.

Table 2: Global stats obtained in the validation period.

D03 D07 D09 D12 Reference

Arith. Mean (Bq.m�3) 537 534 477 550 509
Stand. Dev. (Bq.m�3) 72 79 66 80 112

The final RnProbe, which was previously presented in
Figure 8, is the main output of this project. At the time of
writing, 15 IoT edges are collecting and transmitting data
in the cities of Viana do Castelo and Barcelos, Northern
Portugal. The first set of devices have been working for
two months.

B. LORAWAN CONNECTIVITY TESTS
The first tests using LoRa communication were done before
the RnProbe was ready, the goal of the test was to evaluate
the installation of the LPWAN in the real scenario. The field
test scenario was implemented at Viana do Castelo, the city
in the North of Portugal where this work was conducted. To
implement the field test, a LoRa gateway was positioned in
the city’s highest point and an IoT Edge device equipped
with GPS and LoRa communications was moving in mixed
environments, i.e. urban and rural. The result map, with the
communications performed and Received Signal Strength
Indicator (RSSI) information is presented in Figure 10.

The radio module used (RN2483) does not allow the
measurement of any power indicator, such as the RSSI, so
experiments carried out to evaluate connectivity were made
by using the ARF8123A LoRaWAN field test device from
Adenius, operating in the EU863-870 MHz frequency band.
This experiment shows that LoRa technology is effective
for communications in mixed environments on an urban
and rural scale, being an optimal solution for the target
application.

C. RNMONITOR PLATFORM INTEGRATION
Figure 11 depicts the map-centered client application. The
map changes its zoom and centroid based on the polygons
that the user is managing. The map presents two types
of layers, i.e. sensors and polygons, that are represented
by a specific color associated with a previously computed
Radon Risk Indicator (RRI). By selecting a specific sensor
(represented by a dot) or compartment (represented by
a polygon), in the map, a dashboard with three plots is
automatically rendered with time-series data corresponding
to the last 30 days. In the first plot, the radon concen-
tration (red) and the atmospheric pressure (dark blue) are
both presented and the horizontal red line represents the
300 Bq.m�3 action level, as defined in [12]. The second
plot depicts the indoor air temperature (dark green) and its
corresponding relative humidity (light blue). Its behavior in
rooms with manual ventilation is known, cf. [41], [42],
with the temperature increasing during the day and relative
humidity increasing during the night. The third plot gives
the CO2 concentration, where it is possible to observe
the effectiveness of indirect measurements. Each time the
compartment is occupied, the CO2 level increases and starts
decreasing once the compartment is empty. In all plots

Figure 10: LoRaWAN connectivity tests in mixed environments, i.e. urban and rural.
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Deviation (Reference) < 8%

Source: F. Pereira, S.I. Lopes, N.B. Carvalho and A. Curado, “RnProbe: A LoRa-Enabled IoT Edge Device for Integrated Radon Risk Management”, in IEEE 
Access, vol. 8, pp. 203488-203502, 2020, DOI: 10.1109/ACCESS.2020.3036980 
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Connectivity 
LoRaWAN @ Viana do Castelo
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The RnMonitor Ecosystem
IoT-based Sensor 

RnProbe
 RnMonitor IoT Platform
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- Project Name: Contactless Vital Signs Monitoring in Nursing Homes 
using a Multimodal Approach 

- Funding: 

                        �  

- Website: https://covis.wavecom.pt 

- Partners: 

                    �  

- Goals: 

- Develop a low-cost IoT device for contactless vital signs 
monitoring; 

- Development of a digital platform to track the patient's health 
status to assist healthcare professional on their job; 

- Not for diagnostic purpose;

SDGs: 

TRL: 
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- Conventional methods contact-based: 

- require the use of contact sensors; properly placed 
by a health professional; 

- inconvenient for regular measurements and 
impractical for long-term monitoring. 

- Respiratory Rate: 

- Stethoscope + Medical Practice 

- Pulse (Heart Rate): 

- ECG, Medical Practice 

- Body Temperature: 

- Contact-based thermometers 
- Proximity IR sensors

Respiratory 
Rate

Pulse

Body 
Temperature
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- do not require physical attached electrodes; 

- eliminates restrictions on the person's 
movement; 

- more comfortable; 

- less invasive for patients; 

- relevant for remote acquisition > minimizes 
contact with health professionals;  

- reduces the probability of infection.
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Source: S. I. Lopes, P. Pinho, P. Marques, C. Abreu, N. B. Carvalho and J. Ferreira, “Contactless Smart Screening in Nursing Homes: an IoT-enabled solution for 
the COVID-19 era,”, 17th IEEE International Conference on Wireless and Mobile Computing, Networking and Communications (WiMob), 2021, pp. 145-150,
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Source: S. I. Lopes, P. Pinho, P. Marques, C. Abreu, N. B. Carvalho and J. Ferreira, “Contactless Smart Screening in Nursing Homes: an IoT-enabled solution for 
the COVID-19 era,”, 17th IEEE International Conference on Wireless and Mobile Computing, Networking and Communications (WiMob), 2021, pp. 145-150,
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- 5 distinct users where evaluated in three distinct positions (Tilted Bed, Lying Up, and Laying Sideways); 
- Each experiment took 5 minutes and were taken with users at rest (immobilized); 

- Average values have been obtained in each experiment; 

- Relative Error obtained in comparison with the reference instruments.

Designing IoT-driven applications 
CVSM System Validation - Relative Error
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Error < 10% in 87.5% of the cases

Error < 5% in 37.5% of the cases

Error < 10% in 85% of the cases

Error < 5% in 56,3% of the cases

Error < 10% in 93.8% of the cases

Error < 5% in 56.3% of the cases

Errors outside medical grade scale >  focus on assisting Healthcare professionals, not on diagnosis.   
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- Relevant for RoI Identification: 

- Head  

- Thermal Imaging RoI  

- Chest Axial Plane  

- Doppler Radar RoI 

- Evaluated with FLIR E-54: 

- Thermal Images 

- RGB Images 

- Future evaluation with FLIR Lepton
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Figure 7. Human torso with zones of interest for each of the sensors.

4.1.2. Communications Layer
The communications layer compromises the technologies and protocols used for

communications between the CHM devices and the Cloud computing layer. In the commu-
nications layer, the following topics must be addressed to increase the system availability
and deliver higher QoS guarantees:

- Multipath Propagation: the nursing home bedroom can include several metallic
objects that may introduce fading and multipath phenomena that may impact the radio
communication system. Multipath fading typically occurs in indoor environments
and may include not only multipath propagation but also dynamic elements that are
physically affecting radio communications. This may include the transmitter and
receiver positions and other elements operating as radio wave reflectors. On the one
hand, multipath fading can be strong, i.e. signals fade entirely, or, on the other hand,
fading may not cause the signal to drop to a level that limits interference occurrence.
Additionally, multipath fading may also distort the transmitted radio signal, because,
signals transmitted at a specific time instant will be spread and reflected, and arrive at
the receiver over a time interval, which may cause phase distortion and inter-symbol
interference, during the data transmission process [90];

- Interference: wireless monitoring of health indicators for screening purposes can be
adopted to support the diagnosis and help to control life-critical functions. In this
context, electromagnetic interference can cause severe performance degradation in
wireless communications systems that are in use in this critical application domain. For
example, in [91], the electromagnetic environment of a typical hospital is characterized,
which includes various factors such as electrical power supply, electronic systems,
maintenance work, elevators, external sources, microwave ovens, fan systems, and
others. The authors also concluded that such commercial wireless applications are
primarily developed for the office environment and outdoor conditions, not being
designed to achieve higher safety, concerning robustness against interference in these
critical environments;

- Frequency Operating Bands: ISM-bands suffer from increased interference issues,
due to coexistence with other communication protocols. Wireless coexistence in ISM
bands is critical for two main reasons [92]: (i) limited available spectrum; and (ii)
the large number of wireless technologies that share the band. For example, interfer-
ence between IEEE 802.11 in the frequency band of 2.4 GHz with other devices and
technologies (e.g., microwave oven, Bluetooth/BLE, and ZigBee) may result in busy
channels with increased traffic, which are more prone to errors in the communica-
tion process and therefore impacting the overall performance of the communications
network, which can be quantitatively measured based on several aspects related, not
only with the network technology, but also the communication protocols in use, such
as bit rate, throughput, transmission delay, jitter, packet loss, and availability;
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EdgeAI for Body Parts Identification
- Two models have been trained using a pre-defined object 

detection algorithm in Tensorflow: 

- SSD MobileNet V2 FPNLite model  > 

- RGB 640x640 

- Thermal 320x320 

- Methodology:
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Torso Torso

Head

Arm Arm

Head

Classification of Human Body Parts for Contactless Screening Systems 5

3 Adopted Methodology

Fig. 3 depicts the adopted methodology whose aim is to address the problem of
identifying and classify body parts.

Falta aqui introduzir e descrever as Ferramantas usadas: TensorFlow, Flir
E54

In order to achieve the stipulated aims, we organized our project in four
di↵erent stages:

Step 1:
Dataset

preparation

Step 2:
Developing
the model

Step 3:
Training the

model

Step 4:
Validate the

model

Fig. 5. Block diagram with the methodology

In the first phase, we managed to prepare the dataset to test the data in the
latter phase. Next, we started developing the model to identify and classify body
parts, more specifically the chest area, we did this by evaluating the pictures
taken in the previous phase. Lastly, we’ve implemented the methods from the
previous point to create several practical applications.

3.1 Dataset Preparation

The dataset was obtained during three weeks, where several persons did di↵erent
poses to simulate the main goal of our project.

The images were obtained using the thermal camera FLIR E54, being that
we obtained 876 images, 438 thermal and 438 RGB, of which 42 of them were
taken from a low tripod with about 1.2 m in height and a distance from the actor
of 1.50 m. The second setup that we used had the tripod but with a table below,
which added approximately 0.70 m in height, added as well about 0.60 cm that
resulted in 2.1 m distance from the actor. A third one, that we used the most,
279 pictures, we used a gira↵e tripod with 2 m height and a distance to the actor
of 2.50 m.

3.2 Model Definition

Our model was conceptualized firstly with a focus on the head, torso, and arms.
However, the detection of the head and torso have been prioritized due to its
applicability for contactless vital signs monitoring applications. In di↵erent en-
vironments, several scenarios have been portrayed for distinct patient’s positions
at a nursing room bed, in a way to make the experiment as close as possible to
a real situation. A FLIR E54 thermal camera has been used to capture all the

!36

mailto:sil@estg.ipvc.pt
http://www.sergioivanlopes.com


Sérgio Ivan Lopes, “IoT and Digitalization as Key Technological Enablers for Achieving the UN Sustainable Development Goals”, 5th IEEE Internet of Things (IoT) Vertical and Topical 
Summit at RWW2022,14 January 2022, Las Vegas, NV, USA; sil@estg.ipvc.pt; www.sergioivanlopes.com

Designing IoT-driven applications 
EdgeAI for Body Parts Identification

SSD: single shot multibox detector
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Source: D. Rocha, P. Rocha, J. Ribeiro, and S.I. Lopes, “Identification and Classification of Human Body Parts for Contactless Screening Systems: an Edge-AI 
Approach”,  Edge-IoT 2021 – 2nd EAI International Conference on Intelligent Edge Processing in the IoT Era, Virtual, November 24-26, 2021.

8 Rocha et al.

been used. Moreover, a conventional webcam has also been used to evaluate in
a live stream the quality of the obtained data. Both MobileNet models were
trained and evaluated with an Open Source TensorFlow Object, in particular,
the detection accuracy (DA) and confidence level (CL), described in the next
section. Figure 4 depicts the implemented MobileNet V2 SSD architecture.

Input Pre-Processing

MobileNet 
V2

Feature map

num_detections

detection_boxes

detection_classes

detection_scores

raw_detection_boxes

raw_detection_scores

detection_anchor_indices

detection_multiclass_scores

Output

Fig. 4. MobileNet V2 SSD architecture.

4 Results and Discussion

The results obtained with the RGB dataset, varied depending on the setup used,
cf. Fig. 2, we evaluated them in detection accuracy (DA) and confidence level
(CL) which was computed based on the percentage of cases with confidence above
90%. In general, head detection produced the best results. The torso generated
pretty satisfactory results, although not as good as the head detection. Lastly,
the arms, which gave us subpar results compared to the other body parts. The
results obtained are compiled in Table 1.

Still, in the RGB dataset, the first setup produced an head DA of 95.51%
with a CL of 95.23%, and torso DA of 90.50% with a CL of 83.33%. The arms
had a DA of 38.87% and CL of 22.62%. These results were obtained from 42
images with the conditions described in section 3.1. On the second setup, the
DA of the head is 97.82% with an LoC of 95.76%, with the torso DA being
77.19% and CL of 61.86%. The arms produced a DA of 46.41% and a CL of
19.49%. To obtain these results, 118 images were tested. And in the third and
last one, the DA of the head is 99.97% with a CL of 100.00%, the torso DA
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generated pretty satisfactory results, although not as good as the head detection.
Lastly, the arms, which gave us subpar results compared to the other body parts.
The results obtained are compiled in Table 1.

Table 1. Results summary for the three evaluated setups.

Setup 1 Setup 2 Setup 3 Total

RGB Thermal RGB Thermal RGB Thermal RGB Thermal

Accuracy

Head 95.51% 90.69% 97.82% 97.78% 99.97% 96.93% 98.97% 96.70%

Torso 90.50% 46.99% 77.19% 41.54% 94.45% 42.10% 89.42% 42.64%

Arms 38.87% - 46.41% - 63.27% - 56.39% -

Confidence

Head 95.23% 88.89% 95.76% 96.88% 100.00% 95.05% 98.40% 95.18%

Torso 83.33% 37.78% 61.86% 33.59% 92.45% 31.45% 83.33% 32.89%

Arms 22.62% - 19.49% - 52.34% - 40.87% -

Number of Images 42 45 118 128 278 283 438 456

Still, in the RGB dataset, the first setup produced an head DA of 95.51%
with a CL of 95.23%, and torso DA of 90.50% with a CL of 83.33%. The arms
had a DA of 38.87% and CL of 22.62%. These results were obtained from 42
images with the conditions described in section 3.1. On the second setup, the
DA of the head is 97.82% with a LoC of 95.76%, with the torso DA being 77.19%
and CL of 61.86%. The arms produced a DA of 46.41% and a CL of 19.49%. To
obtain these results, 118 images were tested. And in the third and last one, the
DA of the head is 99.97% with a CL of 100.00%, the torso DA 94.45% with a
CL of 92.45% and the arms DA 63.27% with a CL of 52.35%. These results refer
to 278 images.

With all this, the general results for all the RGB datasets were 98.97% re-
garding the head DA with a CL of 98.40%, 89.42% regarding the torso DA with
a CL of 83.33% and a DA of 56.39% for the arms with a CL of 40.87%.

Regarding the thermal dataset, we had the same three setups, but we opted
to not label the arms. With this in mind, the first setup gave us a head DA of
90.69% with a CL of 88.89% and a torso DA of 46.99% with a CL of 37.78%.
These results came from 45 images with the conditions described in Section 3.1.
On the second one, the DA of the head is 97.78% with a CL of 96.88%, with the
torso DA being 41.54% and CL of 33.59%. To obtain these results, 128 images
were analyzed. Finally, in the last one, the DA of the head is 96.93% with a CL
of 95.05% and the torso DA 42.10% with a CL of 31.45%. These results came
from 283 images. These results gave the thermal model an overall DA for the
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Source: D. Rocha, P. Rocha, J. Ribeiro, and S.I. Lopes, “Identification and Classification of Human Body Parts for Contactless Screening Systems: an Edge-AI 
Approach”,  Edge-IoT 2021 – 2nd EAI International Conference on Intelligent Edge Processing in the IoT Era, Virtual, November 24-26, 2021.
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IPVC-S2C

SDGs: 

TRL: 

- Goals: 

- Think the campus as a “small” City; 

- Aggregate IoT projects within the same platform; 

- Share IT and IoT resources; 

- Create awareness towards sustainable practices by integrating: 

- IoT technologies; 

- Learning activities, i.e. Project-based Learning; 

- R&D activities
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scenarios and functionalities. Some advantages such as offering a robust and reliable baseline
technology, an easy to integrate and customizable solution for external systems, and strong
cost-benefit advantages and agility can be achieved with the use of this kind of architec-
ture [46]. Moreover, a FIWARE-based architecture offers native modularity, high flexibility,
and enhanced interoperability which enables long-term maintenance—and development—
for applications, and offers a high degree of future-proofing—having a continuously open
channel for new IoT Devices integration—from various third-party manufacturers.

Figure 10 depicts the detailed end-to-end App-oriented Architecture. The adopted
common platform is base on FIWARE, cf. Application Server, whose composition is based
on five FIWARE Generic Enablers. The core element of the FIWARE Application Server is
the Orion Context Broker. This block is built upon an NGSIv2 RESTful API.
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Figure 10. FIWARE-based AoA.

One of the key concept features of the IPVC-S2C is the data management publica-
tion and monetization, which will unlock the value in the most important asset of the
organization, by enabling an Open Data publication platform that will allow the usage
and publication of datasets that match right-time context data, assigning access terms and
policies as well as pricing and pay-per-use schemas.

To create applications on the spot, the concept feature of an App Generator, a special
application that, through a simple user graphical interface, to which the user fills and
responds to a series of simple forms, and using the drag-and-drop functionality, will
allow the instantiation of new applications, with the available IoT Device open data and a
simple front-end user interface, without requiring any prior knowledge of the application’s
operation, allowing the joining and mixing of data from several sensors to enable new
metrics and different ways of visualizing data in the context of the application.

Another application that will be useful for the end-user will be the App Store, a special
application, working with an interactive panel of applications, which will operate as a
version controller, allowing the dissemination and distribution of applications instantiated
in IPVC-S2C by the entire IPVC community, according to certain access permission. In this
way, all instantiated applications will be merged into one application, thus allowing easy
access to them.

IPVC-S2C

Source: P. Martins, S.I. Lopes, A. M. R. Cruz and A. Curado, “Towards a Smart & Sustainable Campus: An Application-Oriented Architecture to Streamline 
Digitization and Strengthen Sustainability in Academia”, Sustainability 2021, 13, 3189, DOI: 10.3390/su13063189.
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SDGs: 

- Facts: 

- 51.000 bottles (500 ml) + 15.000 bottles (1500 ml), are consumed 
annually at the IPVC campus. 

- This is equivalent to 1215 kg of plastic 

- Goals: 

- Stop selling disposable plastic water bottles on campus  

- Create awareness towards sustainable practices on campus 

- Funding:

TRL: 
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the IPVC Wide Area Network (WAN) network, the IPVC Authentication Server and the
front-end application.

Wide Area Network (WAN)

          Deployed IoT Devices
        Smart Water Refill Station
                    SmartBottle

Operation
Dashboards

Complex Event
Processing

IPVC
Authentication

Server

FIWARE Application Server

Smart Water Refill Station App core features:
1) Amount of water consumption (number of refills per period of time)
2) Amount of averted plastic waste (temporal, cumulative, individual or in group) 
3) Amount of energy saving from overall waste reduction
4) Amount of reduction of greenhouse gas (GHG) emissions
5) Information on users’ environmental footprint

Figure 14. Refill_H2O Architecture.

To use the physical water dispenser station, the user must provide authentication via
Student ID Card, by placing the card in the RFID tag or via smartbottle, which specifications
are mentioned in [45], which enables the system to compare the RFID data with the system
Smart Water Refill Station embedded database. The RFID reader transmits the user ID,
alongside the amount of dispensed water to the IPVC-S2C application, using the WAN
network, allowing a permanent connection between all components and enabling data
management and processing.

The client application is based on responsive web technologies that will include visual
analytics tools, including dashboard-based technologies, like Grafana, which provides a
powerful interface that displays useful information in a clear and user-friendly way. The
user interface includes three main functional areas:
1. Dashboard: the core area of the application to monitor and visualize real-time raw

data and key performance indicators (KPI) and related statistics. Each dashboard is
divided into three classes. Comparison of the dispensed water of the campus and
user (if authenticated) total high-score that allows the visualization of data as ranking
divided in school, degree, and individual;

2. Authentication: this functional area will enable user authentication, allowing the
application to change accordingly to the user. The application front-end will differ
according to three types of user permissions: Station, making the default application
on full screen, and untouchable. This is the user setting that will be used on the
Smart Water Refill Station tablet; Regular User (Staff or Student), which will allow the
applications’ reasoning machine to compare the collected data and display them in
dashboards, and No Authentication, displaying general data of the campus.

3. User and System Administration: this functional area will ensure all the back-office
operations regarding user management and system administration tasks.

5.3. BiRa IPVC App
BiRa IPVC application project is developed taking part in the U-bike Portugal [53],

a nationwide project with the main objective of promoting smooth mobility, encouraging
the adoption of more sustainable mobility habits in higher education scenarios, focusing
on the young sections of the population, extending to the academic community, sensitizing
the transportation shift, from the car to a healthier and environmentally friendly bicycle.

As depicted in Figure 15, the application is divided into four main component blocks:

!44

Source: Mendes J., Curralo A., Curado A., Lopes S.I. (2021) Fostering Sustainability on Campus: Design of an IoT-Enabled Smartbottle for Plastic Reduction in 
the Academic Environment. In: Raposo D., Martins N., Brandão D. (eds) Advances in Human Dynamics for the Development of Contemporary Societies. AHFE 
2021. Lecture Notes in Networks and Systems, vol 277. Springer, Cham. DOI: 10.1007/978-3-030-80415-2_3
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the IPVC Wide Area Network (WAN) network, the IPVC Authentication Server and the
front-end application.
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Smart Water Refill Station App core features:
1) Amount of water consumption (number of refills per period of time)
2) Amount of averted plastic waste (temporal, cumulative, individual or in group) 
3) Amount of energy saving from overall waste reduction
4) Amount of reduction of greenhouse gas (GHG) emissions
5) Information on users’ environmental footprint

Figure 14. Refill_H2O Architecture.

To use the physical water dispenser station, the user must provide authentication via
Student ID Card, by placing the card in the RFID tag or via smartbottle, which specifications
are mentioned in [45], which enables the system to compare the RFID data with the system
Smart Water Refill Station embedded database. The RFID reader transmits the user ID,
alongside the amount of dispensed water to the IPVC-S2C application, using the WAN
network, allowing a permanent connection between all components and enabling data
management and processing.

The client application is based on responsive web technologies that will include visual
analytics tools, including dashboard-based technologies, like Grafana, which provides a
powerful interface that displays useful information in a clear and user-friendly way. The
user interface includes three main functional areas:
1. Dashboard: the core area of the application to monitor and visualize real-time raw

data and key performance indicators (KPI) and related statistics. Each dashboard is
divided into three classes. Comparison of the dispensed water of the campus and
user (if authenticated) total high-score that allows the visualization of data as ranking
divided in school, degree, and individual;

2. Authentication: this functional area will enable user authentication, allowing the
application to change accordingly to the user. The application front-end will differ
according to three types of user permissions: Station, making the default application
on full screen, and untouchable. This is the user setting that will be used on the
Smart Water Refill Station tablet; Regular User (Staff or Student), which will allow the
applications’ reasoning machine to compare the collected data and display them in
dashboards, and No Authentication, displaying general data of the campus.

3. User and System Administration: this functional area will ensure all the back-office
operations regarding user management and system administration tasks.

5.3. BiRa IPVC App
BiRa IPVC application project is developed taking part in the U-bike Portugal [53],

a nationwide project with the main objective of promoting smooth mobility, encouraging
the adoption of more sustainable mobility habits in higher education scenarios, focusing
on the young sections of the population, extending to the academic community, sensitizing
the transportation shift, from the car to a healthier and environmentally friendly bicycle.

As depicted in Figure 15, the application is divided into four main component blocks:

!45

Source: Mendes J., Curralo A., Curado A., Lopes S.I. (2021) Fostering Sustainability on Campus: Design of an IoT-Enabled 
Smartbottle for Plastic Reduction in the Academic Environment. In: Raposo D., Martins N., Brandão D. (eds) Advances in 
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- Facts: 

- The BIRA Bicycle is accessible to the academic community 
(students, professors, staff, and researchers); 

- Bicycles are re-assigned annually to the users that have 
performed more Kms and thus contribute more to the 
reduction of CO2 Emissions. 

- Goals: 

- Track Bicycles and effectively count user Kms; 

- Create awareness towards sustainable practices on campus: 

- Funding:

Designing IoT-driven applications 
BIRA Bicycle Real-Time Tracking

SDGs: 

TRL: 

IPVC-S2C
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1. IoT and Communication: includes the BiRa U-Bikes and LoRaWAN communication
protocols;

2. FIWARE App Server: includes the IPVC-S2C;
3. IPVC Authentication Server: includes the IPVC authentication databases and exter-

nal services;
4. Web Application: includes the front-end application and its features, which are

available to the end-user.

LoRaWAN Network

        Deployed IoT Devices
               BiRa U-Bike

Advanced Data

Maps

Operation

Dashboards

FIWARE Application Server

BiRa U-Bike:
 - Location and bike tracking

 - Route planning 

 - Speed control

 - Battery management

IPVC
Authentication

Server

Figure 15. BiRa IPVC Architecture.

Each bicycle is assigned to a specific IPVC community member and has a GPS device
attached, that tracks several context information parameters such as location, route, speed,
and battery level, communicating using the IPVC LoRaWAN network. To view the collected
data, a front-end application, displaying a geographic information system map with the
last known location of the bicycle, after the user authentication, is displayed, allowing the
visualization of historic data by displaying multiple points (routes) on the map according
to the selected data range picker.

The usage of the IPVC-S2C is essential since it allows a product-ready application that
standardizes the adoption of a common interface for IoT and Big Data analytics, allowing
better management of the usage and maintenance of the BiRa bicycles.

6. Discussion
To evaluate the results, we will use the two implementations of the RnMonitor appli-

cation, by comparing the legacy version, cf. Section 2.7, with the new RnMonitor version
instantiated using the AoA approach in the IPVC-S2C platform, cf. Section 5.1. The evalua-
tion will be performed based on the following three software development criteria:
1. Computational resources: compares how the data is stored, the processing power of

both applications, and the application requirements;
2. Software development effort: the estimation of the realistic amount of effort, ex-

pressed in terms of person/hour or money required to develop and maintain both
applications. Effort estimates are used as input to project plans, budgets, investment
analysis, and pricing processes.

3. Functionalities: comparing the features available to the end-user, according to the
features requested.
Firstly, we will compare the application architecture. The legacy RnMonitor applica-

tion is architectured as a monolithic application, where a single application component
with all the functionalities is vertically implemented. On the other hand, the RnMonitor
application instantiated in the IPVC-S2C is structured as layered, having several different

Electric Model

Conventional Model
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Source: N. Torres, P. Martins, P. Pinto and S. I. Lopes, “Smart & Sustainable Mobility on Campus: A secure IoT tracking system for the BIRA Bicycle,” 2021 16th 
Iberian Conference on Information Systems and Technologies (CISTI), 2021, pp. 1-7, DOI: 10.23919/CISTI52073.2021.9476495.
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notification mechanism is also used, allowing subscriptions to
changes of context information, enabling the user to know
when a certain condition occurs, thus, removing the permanent
poll and the repetition of query mechanisms, implying a lower
usage of computational resources, resulting in a faster response
time. Since the application is based on the IPVC S2C, the
use of the northbound and southbound ports allows an easier
and faster approach and integration of the final application,
removing several layers of development, from the back end to
the data management.

IV. SECURITY MECHANISMS

Figure 5 depicts the overall architecture with all the func-
tional elements identified, the bicycles, the LoRaWAN Gate-
ways, the LoRaWAN Server, the Application Server, and
the Client Application. In this section, we will focus on
the LoRaWAN security mechanisms, in the first place, its
security properties will be identified and briefly described,
and secondly, the LoRaWAN packet protection mechanism is
introduced and detailed. Lastly, an overview of the LoRaWAN
end-to-end security is put forward.

A. LoRaWAN Security Properties

LoRaWAN technology has three fundamental security prop-
erties that enhance its usage in several IoT application do-
mains:

1) Mutual Authentication: This type of authentication is
established between a LoRaWAN end-device and the Lo-
RaWAN network as part of the network join procedure. This
ensures that only genuine and authorized devices will be joined

to genuine and authentic networks. The join procedure in
OTAA is possible after both, the end device and the network,
make proof of having the Application Key (AppKey). This
proof is made by computing an AES-CMAC4 (using the
AppKey) by both the device that is joining the network and the
backend receiver. Two session keys are then derived, cf. Fig-
ure 5, one for providing integrity protection and encryption
of the LoRaWAN MAC commands and application payload
(green Network Session Key (NwkSKey)), and the other for
end-to-end encryption of application payload (red Application
Session Key (AppSKey)). The NwkSKey is distributed to
the LoRaWAN network to prove/verify the authenticity and
integrity of the packet. The AppSKey is distributed to the
application server to encrypt/decrypt the application payload.
AppKey and AppSKey can be hidden from the network oper-
ator so that it is not able to decrypt the application payloads.

2) Integrity Protection: The integrity protection mechanism
is provided in two steps, the first is when the packet is over the
air being the integrity protection provided by the LoRaWAN
protocol and the other step is between the LoRaWAN network
and the application server, which uses secure and well-known
transport solutions such as HTTPS and VPNs. Note that, Lo-
RaWAN MAC and application messaging are authenticated at
the origin, integrity protected, replay protected, and encrypted.
This protection, combined with mutual authentication, ensures
that the network traffic has not been altered, is coming from
a legitimate device, is not comprehensible to eavesdroppers,
and has not been captured and replayed by external actors.

3) Confidentiality: All LoRaWAN traffic is protected using
the two session keys. Each payload is encrypted by AES-CTR
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Fig. 5: BIRA Bicycle Secure Tracking System.

(a) BIRA Bicycle. (b) LoRa-based tracker detail.

(c) Application front end with trajectory example.

Fig. 4: BIRA bicycle with LoRa-based tracking device installed and application frontend.

possible to visualize the data in decimal degrees, e.g. lat:
41.6947979, lng: 8.8471761. The process of the coordinate’s
communication occurs every 10 seconds. Note that the device
only communicates with the gateway after being able to fix the
GPS values, while this operation is not achieved, the device
does not perform any type of communication.

C. BIRA Bicycle Client Application

The BIRA client application focus on mapping the BIRA
bicycles in real-time, as well to obtain some additional in-
formation, such as routes historic, and other relevant metrics,
e.g. average km/day, velocity, etc. With that, it is possible
to get information about the most used routes and prevent
bicycle theft, by knowing its real-time position and by taking
advantage of geofencing strategies, which can provide security

by using predefined virtual borders, that when violated, can be
used to trigger alerts to the bike-sharing application manager.

The BIRA bicycle client application, cf. Figure 4c, is
instantiated in the IPVC S2C platform, an application based
on a layered architecture that consumes multiple built-in
micro-services that are ready-to-use, to ease and simplify the
development of IoT applications, from the start to the end.
As depicted in Figure 1, the application is divided into three
different layers. The top layer is composed of components
for the user interface, mostly based on GIS-based maps and
dashboards with data from the BIRA tracking device. In
the middle layer, several micro-services from the FIWARE
application server are consumed to manage data. Lastly, the
bottom layer is presented by the tracking devices installed in
multiple bikes around the IPVC community. An asynchronous

(a) BIRA Bicycle. (b) LoRa-based tracker detail.

(c) Application front end with trajectory example.

Fig. 4: BIRA bicycle with LoRa-based tracking device installed and application frontend.

possible to visualize the data in decimal degrees, e.g. lat:
41.6947979, lng: 8.8471761. The process of the coordinate’s
communication occurs every 10 seconds. Note that the device
only communicates with the gateway after being able to fix the
GPS values, while this operation is not achieved, the device
does not perform any type of communication.

C. BIRA Bicycle Client Application

The BIRA client application focus on mapping the BIRA
bicycles in real-time, as well to obtain some additional in-
formation, such as routes historic, and other relevant metrics,
e.g. average km/day, velocity, etc. With that, it is possible
to get information about the most used routes and prevent
bicycle theft, by knowing its real-time position and by taking
advantage of geofencing strategies, which can provide security

by using predefined virtual borders, that when violated, can be
used to trigger alerts to the bike-sharing application manager.

The BIRA bicycle client application, cf. Figure 4c, is
instantiated in the IPVC S2C platform, an application based
on a layered architecture that consumes multiple built-in
micro-services that are ready-to-use, to ease and simplify the
development of IoT applications, from the start to the end.
As depicted in Figure 1, the application is divided into three
different layers. The top layer is composed of components
for the user interface, mostly based on GIS-based maps and
dashboards with data from the BIRA tracking device. In
the middle layer, several micro-services from the FIWARE
application server are consumed to manage data. Lastly, the
bottom layer is presented by the tracking devices installed in
multiple bikes around the IPVC community. An asynchronous
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(a) BIRA Bicycle. (b) LoRa-based tracker detail.

(c) Application front end with trajectory example.

Fig. 4: BIRA bicycle with LoRa-based tracking device installed and application frontend.

possible to visualize the data in decimal degrees, e.g. lat:
41.6947979, lng: 8.8471761. The process of the coordinate’s
communication occurs every 10 seconds. Note that the device
only communicates with the gateway after being able to fix the
GPS values, while this operation is not achieved, the device
does not perform any type of communication.

C. BIRA Bicycle Client Application

The BIRA client application focus on mapping the BIRA
bicycles in real-time, as well to obtain some additional in-
formation, such as routes historic, and other relevant metrics,
e.g. average km/day, velocity, etc. With that, it is possible
to get information about the most used routes and prevent
bicycle theft, by knowing its real-time position and by taking
advantage of geofencing strategies, which can provide security

by using predefined virtual borders, that when violated, can be
used to trigger alerts to the bike-sharing application manager.

The BIRA bicycle client application, cf. Figure 4c, is
instantiated in the IPVC S2C platform, an application based
on a layered architecture that consumes multiple built-in
micro-services that are ready-to-use, to ease and simplify the
development of IoT applications, from the start to the end.
As depicted in Figure 1, the application is divided into three
different layers. The top layer is composed of components
for the user interface, mostly based on GIS-based maps and
dashboards with data from the BIRA tracking device. In
the middle layer, several micro-services from the FIWARE
application server are consumed to manage data. Lastly, the
bottom layer is presented by the tracking devices installed in
multiple bikes around the IPVC community. An asynchronous
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1. IoT and Communication: includes the BiRa U-Bikes and LoRaWAN communication
protocols;

2. FIWARE App Server: includes the IPVC-S2C;
3. IPVC Authentication Server: includes the IPVC authentication databases and exter-

nal services;
4. Web Application: includes the front-end application and its features, which are

available to the end-user.

LoRaWAN Network

        Deployed IoT Devices
               BiRa U-Bike

Advanced Data

Maps

Operation

Dashboards

FIWARE Application Server

BiRa U-Bike:
 - Location and bike tracking

 - Route planning 

 - Speed control

 - Battery management

IPVC
Authentication

Server

Figure 15. BiRa IPVC Architecture.

Each bicycle is assigned to a specific IPVC community member and has a GPS device
attached, that tracks several context information parameters such as location, route, speed,
and battery level, communicating using the IPVC LoRaWAN network. To view the collected
data, a front-end application, displaying a geographic information system map with the
last known location of the bicycle, after the user authentication, is displayed, allowing the
visualization of historic data by displaying multiple points (routes) on the map according
to the selected data range picker.

The usage of the IPVC-S2C is essential since it allows a product-ready application that
standardizes the adoption of a common interface for IoT and Big Data analytics, allowing
better management of the usage and maintenance of the BiRa bicycles.

6. Discussion
To evaluate the results, we will use the two implementations of the RnMonitor appli-

cation, by comparing the legacy version, cf. Section 2.7, with the new RnMonitor version
instantiated using the AoA approach in the IPVC-S2C platform, cf. Section 5.1. The evalua-
tion will be performed based on the following three software development criteria:
1. Computational resources: compares how the data is stored, the processing power of

both applications, and the application requirements;
2. Software development effort: the estimation of the realistic amount of effort, ex-

pressed in terms of person/hour or money required to develop and maintain both
applications. Effort estimates are used as input to project plans, budgets, investment
analysis, and pricing processes.

3. Functionalities: comparing the features available to the end-user, according to the
features requested.
Firstly, we will compare the application architecture. The legacy RnMonitor applica-

tion is architectured as a monolithic application, where a single application component
with all the functionalities is vertically implemented. On the other hand, the RnMonitor
application instantiated in the IPVC-S2C is structured as layered, having several different

IPVC-S2C
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- Monitoring crowds in public environments is of 
great value for understanding human routines 
and managing crowd routes indoors or 
outdoors; 

- Crowd quantification and flow direction 
estimation may help to: 

- Ensure Social Distancing Practices; 

- Improve Energy Efficiency & Comfort; 

- Streamline Cleaning/Janitorial Services; 

- Enhance Indoor Air Quality; 

- Deliver Additional Security.
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Fig. 2. Overall System Architecture.

III. SYSTEM ARCHITECTURE

Figure 2 depicts the overall system architecture. On the
left side, it is possible to observe the end nodes, i.e. the
LoRaWAN-enabled IoT Crowd Sensors, which in turn con-
nects to the network server TTN (The Things Network)
throughout the LoRaWAN Gateways (GW). These GWs com-
municate with the TTN (The Things Network) network server,
and this, in turn, communicates with the Thingspeak Appli-
cation Server where the data collected by the end nodes is
stored and can be displayed through built-in and standardized
dashboards provided by Thingspeak. LoRa is a radio frequency
technology, developed for IoT devices, that allows communi-
cation over long distances (in urban areas 3-4 km range, and
in rural areas up to 12 km or more), with minimal power
consumption.

The IoT Crowd Sensor has been built with a SparkFun
1-Channel LoRa dev board, which has an onboard ESP32
WROOM module (with built-in Bluetooth and Wi-Fi) and
an RFM95W LoRa module operating in the 868 MHz band.
The device is composed of an array of three HC-SR04
ultrasonic sensors. Each array element will be responsible
for detecting movement in the direction that each specific
module is oriented. The ESP32 microcontroller is responsible
for implementing the algorithm that controls the device oper-
ation, i.e. to estimate the number of people that is passing
in a specific direction at a given place, such as hallways,
courtyards, stairs, or pathways, and also to communicate, via
LoRaWAN technology, with the TTN server, which is then in-
tegrated with Thingspeak through an HTTP RESTful API. The
ThingSpeak platform was selected to store the data obtained by
the IoT devices and to streamline the preparation of real-time
dashboards. Thingspeak is an IoT analysis platform that allows
the aggregation, visualization, and analysis of data streams, in
a very simple way [9]. At the Frontend level, a responsive

WebApp has been implemented which can be accessible by
any device (i.e., a computer or a mobile device).

IV. IOT CROWD SENSOR

The IoT Crowd Sensor has been implemented to evaluate
two distinct geometries, cf. Figure 3. Initially, a geometry
with only 2 sensors (Geometry A) disposed orthogonally (45°
between each other) has been evaluated. Since the sensors
have an approximately 30° angle radiation pattern [10], the
measurement field did not match. However, a new central
sensor has been added, and consequently both geometries have
been evaluated. Several situations were analyzed with the 2
sensors and the 3 sensors, so that the positioning of the new
sensor (Geometry B) would prove to be an added value in the
low-cost context of the project. These analyzed situations go
through a real simulation of the sensors in operation, that is,
when one or more people pass in front of the sensor and the
sensor always records the results for the comparative study of
what the sensor was supposed to read with the real value read.
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Fig. 3. IoT Crowd Sensor block diagram and operation principle.
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Fig. 4. Evaluation Scenarios.

A. Detection and counting algorithm

Before elaborating the crowd quantification algorithm, all
the human detection and counting scenarios have been identi-
fied. Figure 4 illustrates all the scenarios that will be evaluated.
Scenarios 1,2 and 3 have been evaluated for the 2 sensors
geometry. For the 3 sensors geometry, all the scenarios have
been evaluated. A more detailed analysis of the evaluation of
both sensor geometries will be covered in the results section. It
should be underlined that both geometries of prototypes were
analyzed and tested, both with 2 sensors and also with the 3
ultrasonic sensors.

To this end, the state/flow diagram illustrated in Fig. 5
presents all the distinct scenarios considered in the implemen-
tation of the IoT Crowd Sensor with flow direction detection.
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Fig. 5. IoT Crowd Sensor State/Flow Diagram.

B. Prototype

Figure 6 depicts the IoT Crowd sensor prototype. The
prototype includes both 2 and 3 sensors geometries, which
will be evaluated separately.

Figure 7 illustrates the WebApp Frontend which has been
developed in PHP and HTML. The WebApp allows the

Fig. 6. IoT Crowd Sensor Prototype with US sensor array and microcontroller.

visualization of graphs with daily, weekly and monthly values,
and also presents the flow direction estimation (left and right).

Fig. 7. WebApp Frontend.

V. RESULTS

Results have been evaluated based on both geometries pre-
viously presented. In total, the IoT Crowd sensor is capable of
detecting movement in two scenarios in which only one person
moves and another three scenarios in which two people move,
cf. Figure 4. The evaluation was performed based on scenarios
presented in Figure 4. During the evaluation procedure, each
scenario has been evaluated 40 times, with the prototype for

Source: R. Santil, B. Gomes, S. Paiva, S.I. Lopes, “Crowd Quantification with Flow Direction Estimation: A Low-Cost IoT-Enabled Solution”, IEEE GCAIoT2021, 2021 
IEEE Global Conference on Artificial Intelligence and Internet of Things (GCAIoT), Expo 2020, Dubai, 13 – 16 December, 2021.
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Source: R. Santil, B. Gomes, S. Paiva, S.I. Lopes, “Crowd Quantification with Flow Direction Estimation: A Low-Cost IoT-Enabled Solution”, IEEE GCAIoT2021, 2021 
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Final Remarks
- IoT has a great potential to foster digitalization and act as a driving force for achieving the 

SDGs; 

- Increasing awareness among citizens regarding sustainability also promotes a more 
sustainable citizenship; 

- Hands on experience has shown that the deployment of such technologies is still costly, and the 
outcomes need to be considered in a mid-long term; 

- Deployment is not the end > is the beginning of a new stage > i.e. resource exploration; 

- IoT-as-a-Service (IoTaaS) Business Models are flexible and may be applied by adding pieces of 
functionality that may be charged accordingly: 

- To enable this, things/products need to become “network-native" and thus allowing over-the-air 
SW or FW updates, online support and diagnostics, or able to apply the latest security 
patches; 

- We are still waiting for a big wave of disruption on the business side towards IoTaaS.
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